
P
eer-to-peer (P2P) technology 
facilitates direct online communi-
cations between two or more 
computers, allowing users to 

perform various functions such as sending
instant messages and transferring files.
Several software vendors have capitalized
on P2P by creating networks that enable
users to search each other’s computers for
desired files and to transfer such files 
directly from one computer to another,
despite the fact that these users would 
otherwise have no connection with, or
knowledge of, each other. Since their 
inception with Napster in 1999, P2P search
engines have facilitated billions of file
transfers by millions of anonymous Internet
users.1 The easy, direct transferability of
higher-quality digital copies of copyrighted
works — such as music, movies, and 
software — has presented a serious 
challenge to copyright owners seeking to
protect their works from unauthorized 
copying and distribution. 

While it is feasible to determine a user’s
Internet Protocol — a unique numerical
identifier assigned to every computer that
accesses the Internet — as well as the time
at which a user connected to a P2P 

network, it is extraordinarily difficult to
derive personally identifiable information
from Internet Protocol-plus-timestamp
information without the assistance of an
Internet Service Provider (ISP). 

The original P2P search engine, Napster,
was based on a model that provided search
results on centralized servers. P2P has
since evolved into a decentralized world

that eliminates infringing material from 
any central server. In the past, rights 
holders have successfully sought to enjoin 
centralized file-sharing networks from
engaging in vicarious and contributory
copyright infringement, but that tactic is
becoming less effective as P2P entities have
decentralized and altered their business
practices to avoid further liability.2 At 
present, copyright owners increasingly are
seeking to hold Internet file traders liable
for direct infringement, despite the difficul-
ty of identifying anonymous defendants.

Subpoenas & Fallout

Copyright owners have sought to utilize
the subpoena provisions of the Digital
Millennium Copyright Act, §512(h),3 to

identify anonymous users of file-sharing
networks. In RIAA v. Verizon, 351 F3d 1229
(DC Cir 2003), the Court of Appeals held
that §512(h) does not authorize the
issuance of a subpoena to an ISP that 
transmits infringing materials but does not
store any such material on its servers. The
Recording Industry Association of America
or RIAA, had previously used the subpoena
provisions of the Digital Millennium
Copyright Act to compel ISPs to reveal the
names of subscribers suspected of sharing
and trading copyrighted music files over
P2P networks. However, Verizon successful-
ly argued that §512(h), by its terms, 
precluded the issuance of a subpoena to an
ISP that merely acted as a conduit for P2P
communications, as the ISP can neither
“remove” nor “disable access to” infringing
material that is not stored on its servers.4

Although not unsympathetic to the wide-
spread copyright infringement at issue in
RIAA v. Verizon, the court stated that P2P
file-sharing was unforeseeable to Congress
when drafting the Digital Millennium
Copyright Act and, in turn, reasoned that
§512(h) was not formulated broadly enough
to reach the new technology.5

Not surprisingly, congressional hearings
regarding illegitimate uses of P2P file-
sharing networks began one week after
arguments commenced in RIAA v. Verizon.
Nine senators commented and eleven 
witnesses testified on both sides of the issue
in an effort to determine what, if any, action
should be taken by the Congress to 
ameliorate the negative impact of P2P 
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file-sharing on the entertainment industry.6

In May 2004, the General Accounting
Office issued a report to requesting members
of congress regarding P2P file-sharing,
promising that the Justice Department’s
recently created Intellectual Property Task
Force will examine how the department
handles intellectual property rights 
violations and recommend legislative
changes, if needed.7

John Does, Severance and Discovery

Although the D.C. Circuit’s decision in
RIAA v. Verizon is not binding on other
Federal Courts of Appeals, rights holders
have seemingly chosen to forego filing
Digital Millennium Copyright Act 
subpoenas in additional jurisdictions in
favor of bringing single actions against 
multiple John Does. In filing such John Doe
suits without mention of the act, copyright
owners have taken a different procedural
tack in attempting to obtain the identity 
of anonymous infringers. In at least 
fourteen cases since January 2004, the music
industry has simultaneously filed complaints
against numerous John Does, motions 
for leave to take immediate discovery, 
and declarations in support of the 
immediate discovery motions. Proposed
orders granting the motions for immediate
discovery were occasionally included in
these filings.8

In response to music industry filings, 
several courts have ordered that the 
industry’s John Doe cases, seeking 
permissive joinder of anonymous defen-
dants, must be severed because the injuries
alleged by rights holders do not result from
the “same transaction or occurrence” as
mandated by Federal Rule of Civil
Procedure 20.9 Anonymous defendants have
argued that their interactions with various
plaintiffs fail to conform to the standards of
Rule 20 because there is no evidence that
the joined defendants downloaded any
copyrighted materials from one another, as
opposed to any other users of P2P networks.

Defendants have further noted that if they
are connected, it is only by their use of the
same ISP.10 These facts, taken together,
make it easier for the plaintiffs to file for
and obtain discovery, but, as the district
court noted in Bridgeport Music, Inc. v. 11C

Music, 202 FRD. 229, 231 (M.D. Tenn.
2001), they serve to bury defendants’
lawyers in “an overwhelming onslaught of
materials and information unrelated to the
specific claims against each defendant.”
Several judges have seemingly agreed with
defendants’ rationale in issuing the 
aforementioned severance orders.11

Notwithstanding the initial delay due
to required severances, rights holders may
be able to make a strong argument to 
support their motions for immediate 
discovery. By providing ISPs with unique
Internet Protocols, along with specific
dates and times of infringing activities,
rights holders should be able to avoid 
accusations of overly burdensome 
electronic discovery requests. When 
provided with Internet Protocol-plus-
timestamp information, an ISP often can
quickly and easily identify the infringing
computer, and in turn the name and
address of that computer’s subscriber.
Furthermore, ISPs do not keep logs of
Internet Protocol assignments indefinitely,
so immediate discovery requests may
therefore be appropriate to make sure that
identifying information is procured before
it is no longer available. In fact, at least
one court, after ordering severance of 
several hundred anonymous defendants,
granted a rights holder’s motion for 
expedited discovery with respect to a 
single defendant. The court’s order 
granting discovery stated that the 
defendant’s ISP was officially on notice
that it possessed and should preserve 
information related to litigation.12 In 
light of this order and the ephemeral
nature of Internet Protocol logging, 
ISPs should consider producing, dissemi-
nating and enforcing strict document
retention/ destruction policies in order to

avoid allegations of bad faith during dis-
covery proceedings.

Protection of Anonymity

Assuming that rights holders choose to
sever and refile and that discovery
requests are not deemed overly burden-
some, judges may be faced with the First
Amendment issue that was raised at the
District Court for the District of
Columbia in RIAA v. Verizon, but not
addressed by the Court of Appeals:
whether a copyright holder’s right to pro-
tect its intellectual property in a judicial
proceeding outweighs an Internet user’s
right to engage in anonymous speech.

The Supreme Court has recognized
that the First Amendment protects
speech on the Internet, see Reno v.

ACLU, 521 US 844, 870 (1997) (finding
no basis for qualifying the level of First
Amendment scrutiny applied to the
Internet), as well as a First Amendment
right to engage in anonymous speech, see
McIntyre v. Ohio Electronics Commission,
514 US 334 (1995). However, the Court
also has noted that there are limitations
on the right to free speech, such as the
application of defamation laws, and 
several lower courts have created multi-
part balancing tests aimed at determining
whether a plaintiff ’s need outweighs a
defendant’s First Amendment rights.

In Doe v. 2TheMart.com, Inc., 140
FSupp 2d 1088, 1095 (W.D. Wash. 2001),
the district court enunciated a four-part
balancing test in which a court must
determine (1) whether a Federal Rules of
Civil Procedure 45 civil subpoena is
“issued in good faith;” (2) whether the
information that the party seeks “relates
to a core claim or defense;” (3) whether
the information identifying the defendant
“is directly and materially relevant to that
claim or defense;” and (4) whether the
information sought is available from any
other source. If these factors balance in
the defendant’s favor, a civil subpoena is
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unlikely to be honored, and accusations of
bad faith could be made against the plaintiff.

In 2001, the New Jersey Appellate
Division appended the duties imposed by
2TheMart.com on plaintiffs seeking to
identify anonymous defendants. In
Dendrite International, Inc. v. Doe, 342 NJ
Super 134, 141 (App Div 2001), the court
set forth a balancing test that incorporat-
ed the 2TheMart.com factors, while 
further requiring plaintiffs to “undertake
efforts to notify” the defendant that 
discovery is being sought, and to provide a
“reasonable opportunity” to oppose the
request. The Dendrite court went on to
state that a plaintiff must essentially set
forth a prima facie case against an 
anonymous defendant while presenting
sufficient evidence to support each cause
of action pleaded.

In the music industry’s recent barrage of
John Doe suits, it is clear from the 
pleadings that sufficient evidence of 
copyright infringement exists in at least a
handful of cases. It is also clear that only
an ISP can match names and addresses to
timestamped Internet Protocols. However,
judges have yet to weigh in on the First
Amendment balancing issue in P2P cases,
and are unlikely to do so until rights 
holders file individual discovery motions
in response to severance orders.13

An alternative means of identifying an
anonymous defendant would be to utilize
the criminal provisions associated with
the Federal Copyright Act14 by turning
over evidence of infringement to federal
prosecutors in the hope that they would
accept a case and issue a grand jury 
subpoena aimed at revealing an 
anonymous infringer, at which time a 
subsequent civil suit could be filed.15

However, prosecutors are unlikely at this
time to take cases that involve anything
less than large-scale distribution of copy-
righted works (for reasons ranging from
limited economic and personnel resources
to practical concerns such as deterrence),

and rights holders have been targeting
John Does whose violations run the gamut
of egregiousness, from a handful of
infringements to thousands. At present,
many rights holders view criminal 
sanctions as an extreme measure, but if
judges in civil John Doe cases continuous-
ly rule in favor of defendants, grand jury
subpoenas may represent the only recourse
for aggrieved parties.

Conclusion

As file-sharing technology evolves, so
too do the procedures fashioned by rights
holders to prevent the anonymous 
copyright infringement that is running
rampant on the Internet. Many infringers
lack a full understanding of the illegality
and serious consequences of their actions,
and rights holders are actively seeking an
effective deterrent. Identifying anony-
mous infringers in the pursuit of civil
damages is the first major step towards
such deterrence. The music industry in
particular has been navigating the
labyrinth of anonymous discovery, and
appears to be approaching the last few
hurdles that separate it from the discovery
motions that it seeks. In the fast-paced
world of digital piracy and P2P file-
sharing in particular, attorneys for rights
holders must now focus on the specificity
of their discovery requests and the 
accumulation of prima facie evidence of
infringement in order to streamline and
simplify a judge’s review of anonymous
discovery motions.
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